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Al al-Bayt University / Faculty of Law
The Second International Conference

Cybercrime and Cyber Security

May, 3-4 2023
Mafrag - Hashemite Kingdom of Jordan

Overview

The technical development in the digitization field has
constituted one of the most significant challenges that
humanity has known in its history. The expansion in the form
and content of digital crime has turned into a danger that
threatens life with its various implications. Closed doors are
no longer a reality with the development of the form of
hacking, surveillance and information espionage in various
contents and forms. The economic and governmental sectors
as well as personal data have become subject to infringement
and violation. Thus, it is imperative to monitor aspects of this
crime and search for solutions through which cybersecurity
can be enhanced, whether through legal legislation,
international efforts or even technical construction to protect
against the endless expansion in the form and the content of
digital crime in its various facets.

Basically, the idea of this conference evolved to work on
monitoring the latest developments in this sector, knowing
what humanity has achieved until present, and pairing and
storming ideas to come up with outputs that may enhance the
ability to build cybersecurity in its various technical, legal and
judicial aspects.

As a culmination of this requirement, the Faculty of Law
viewed it as an urgent need to invite all official, security and
private sectors, including scientists, researchers and scholars
to a scientific gathering. This is to discuss the above mentioned
issues and come up with recommendations that might
constitute an emerging building block that achieves the desired
goal of enhancing cybersecurity and building confidence
among the pioneers of these various sectors.


mailto:law.cyber.security@aabu.edu.jo

@ Shedding light on the emerging patterns in the informatics crime and
its techniques

@ Strengthening legal and technical protection of databases and
network security

@ Achieving special protection of individual rights and liberties

@ Setting forth the rules through which the protection of national,
societal and international security is achieved

@ Increasing legal awareness of the effects of infringement on
networks and information systems

@ Explaining the technical and legal obstacles in providing
cybersecurity protection

@ Clarifying and strengthening the role of the relevant official
authorities in the field of cybersecurity

@ Providing solid infrastructure for databases and network protection

® Technical and legal awareness of infringement forms in the field of
digital environment.

First Theme: Images and Maw

® Threatening the right to privacy.

® Cyber blackmail crimes and ways to combat them.

® New models of Cybercrime and evidence in digital environment.

® Crimes of hacking networks and websites and ways to confront
them.

® Crimes of damage to information systems and personal data.

® Economic crimes in the digital environment.

@ Intellectual property crimes in the digital environment .

Second Theme: Efforts to Combat Cybercrime

®The role of international bodies in tracking cybercrime and building

cybersecurity.
@ The reality of international agreements in enhancing cybersecurity.
® Standard forms for the follow-up of electronic crimes complaints.
® The role of laws and regulations in keeping pace with the
developments of electronic crime.
® How effective are cybersecurity laws in reducing cybercrime

Third Theme: Technical and legal support to Enhance Oxbomeura %

@ The role of Internet service providers in enhancing cybersecurity.

@ The role of regulatory and security authorities in achieving
cybersecurity.

® The role of cybersecurity companies in enhancing protection
and technical support for information security.

@ Rights and obligations of Internet service providers.

@ Legal liability resulting from breaching the obligations of
cybersecurity service provider.

March, 15 /2023
March, 22 /2023
@ Date of announcing the acceptance of abstracts February, 28 /2023

April, 3 /2023
May, 3-4 /2023

® Deadline for registration for the conference
@Deadline for receiving the abstracts of papers

® Deadline for submission of research papers
@ Date of the conference

Participation Guidelines

# All correspondence shall be via e-mail and shall be directed to the
Chairman of the Conference Preparatory Committee, Dean of the
Faculty of Law, Professor. Samir Al-Dalalah

Email: Samirdalalah@aabu.edu.jo
law.cyber.security@aabu.edu.jo

# Those who wish to participate in the conference shall send their
information to the above e-mail indicating the theme they wish to
participate in and they shall attach the following:

@ A proposal in MS-office word format, indicating the title and the
abstract of the paper, on one page only, with no more than (500)
words.

@ A brief overview of the researcher, including a summary of the
academic qualifications, practical experience, and contact
information, not exceeding one page.

# To complete the participation, please click on the following link
https://forms.gle/576bTUKzBCq6ZRHD7 form and fill in the

Terms of Participation in the Conference:

o The_paper shall be a recent scientific production that will be discussed in the
conference for the first time.

® The manuscript shall not exceed (20) pages.

@ The scientific methodology in writing research and the principles of
scientific documentation shall be adhered to when submitting the paper.

@ Research papers shall be printed in Simplified Arabic (14) for the Arabic
language, and (12) for texts in a foreign language.

@ The participant shall put a margin at the bottom of each page, with
sequential numbers, and the references shall be arranged alphabetically at
the end of the paper.

Conference Fee

@ Participation fees shall be (300) dollars for participants from outside
Jordan, including accommodation, hospitality, transportation during
the conference period, and conference publications.

@ Participation fees shall be (100) dollars for participants from inside
Jordan, including hospitality during the conference period, and
conference publications

@ Student participation fees shall be (150) dollars for each participant
from outside Jordan, including accommodation, hospitality,
transportation during the conference period, and conference
publications.

@ Student participation fees shall be (50) dollars for each participant from
inside Jordan, including hospitality during the conference period, and
conference publications.

@ The university does not bear any costs for accompanying participants in
the conference from inside or outside Jordan.

@ The participant shall take care of the travel tickets and visa.

@ The participant will be granted a certificate of participation and awards
for the best research paper and the best panel discussion.

® Honoring awards will be granted for some members of the committees
from inside and outside Jordan.

@ Conference participants will be granted an encouraging discount of
(20%) of the fees shown above if payment is made early before January
4, 2023. In all cases, the full fees shall be paid before entering the
conference.

® The research papers of the conference will be published (with a peer-
review fee of 100 US dollars) in Al-Manara Journal, Sharia and Law
Series.

@ In order to confirm participation in the conference, please send a copy
of the receipt of bank proof of payment of the participation fee via e-
mail to:

law.cyber.security@aabu.edu.jo

Fee Payment Method

¥ Fees shall be paid at Cairo Amman Bank as follows:
From outside the Hashemite Kingdom of Jordan, a transfer to the following account:
Information Bank Accounts Al al-Bayt University
Swift code: CAABJOAM
CAIRO AMMAN BANK
AMMAN JO
BARANCH: 001240
FULL NAME: AL AL BAYT UNIVERSITY
ACCOUNT NO: 90003121061
IBAN NUMBER: JO79CAAB1240000000090003121061
From inside the Hashemite Kingdom of Jordan:
Direct payment to the accountant of Al al-Bayt University (revenues).

® Depositing in one of Cairo Amman Bank branches on account No. (90003121061) and
® sending the token to the university.



